"THE EVOLVING ROLE OF THE COMPANY SECRETARY IN CYBERSECURITY GOVERNANCE"

In today's hyper-connected business environment, cybersecurity has emerged as one of the most significant threats to
organizational stability and reputation. With the ever-increasing sophistication of cyberattacks, Companies face not only
operational disruptions but also potential financial losses, regulatory fines, and reputational damage. While much focus is
placed on technical defences, such as firewalls and encryption, the role of the Company Secretary has become increasingly
critical in the governance and mitigation of cybersecurity risks. This article explores the key cybersecurity risks organizations
face and examines the evolving role of the company secretary in navigating these challenges.

Top Cybersecurity Risks Threatening Businesses

Data Breaches: The unauthorized access to sensitive corporate and personal data is one of the most common
cybersecurity risks. Breaches can result in financial losses, legal liabilities, and damage to a company's reputation.
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Ransomware: Cybercriminals often use ransomware to lock down an organization's systems, demanding payment
to restore access. The disruption caused can be catastrophic, halting business operations and leading to significant
losses.
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Insider Threats: Employees, either intentionally or through negligence, can be a source of cybersecurity breaches
Insider threats remain one of the hardest risks to detect and manage, given the access employees typically have
to critical systems.
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Phishing Attacks: Cybercriminals frequently target employees with deceptive emails to steal login credentials or
implant malicious software, making phishing one of the leading causes of data breaches.
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Third-Party Risk: As organizations increasingly rely on external vendors for critical services, the cybersecurity
posture of these third parties becomes crucial. A breach in a vendor’s systems can quickly cascade into the
organization’s network.

A 4

The Evolving Role of the Company Secretary in Modern Governance




Company Secretaries Under Pressure: Overcoming Governance and

Regulatory Hurdles

While the company secretary is uniquely positioned to influence cybersecurity governance, the role is not
without its challenges:

Rapid Technological Advancements: Keeping up with the fast-evolving tech landscape demands continuous
learning to address emerging threats effectively.

Balancing Governance and Technical Knowledge: Company secretaries must bridge the gap between
governance and technical expertise. While they may not need to understand the intricacies of IT systems, a strong
understanding of the basic principles of cybersecurity is essential for effective oversight.

Coordination Across Departments: Cybersecurity is a cross-functional issue that involves IT, legal, risk
management, and human resources. Ensuring that all departments work in harmony to mitigate cyber risks
requires excellent coordination skills.

often involves making tough decisions.

Resource Allocation: Prioritizing cybersecurity efforts with limited resources, while balancing regulatory demands,>

Best Practices for Company Secretaries in Mitigating Cybersecurity Risk

1. Continuous Education: The company secretary should stay up-to-date with
evolving cybersecurity trends, regulations, and best practices. Engaging in
workshops, attending conferences, and collaborating with cybersecurity
professionals will support this ongoing learning.

2. Regular Board Updates: Cybersecurity is critical and must remain a priority in
board discussions. The company secretary should ensure cybersecurity is a
regular agenda item, providing comprehensive reports to support informed
decision-making.

3. Collaborate with Cybersecurity Experts: While not a technical expert, the
company secretary should work closely with internal cybersecurity leaders, such
as the CISO, to gain a clear understanding of the company’s security strategy and
risks.

4. Establish Clear Cybersecurity Protocols: In collaboration with the CISO and legal
teams, the company secretary should help develop clear incident response
protocols. Regular testing and refinement through simulated exercises are
essential to ensure readiness.

5. Proactive Risk Management: A proactive stance is crucial. The company
secretary should conduct regular risk assessments, identify vulnerabilities, and
implement effective mitigation strategies to minimize potential threats.




India’s Cybersecurity Crisis: Real-World Breach Case Studies
Big Basket Data Breach (2020)

In 2020, popular online grocery platform Big Basket suffered a
data breach where 20 million customer records were
compromised. The attackers sold this data on the dark web, which
included personal details like names, email addresses, and phone
numbers.

Role of the Company Secretary: Following the breach, Big Basket’s
company secretary had to play a key role in coordinating with
regulatory bodies to report the breach and managing
communications with customers. The incident also required the
implementation of stronger cybersecurity frameworks and
enhanced data encryption methods.

Haldiram's Data Breach (2020)

Indian snacks manufacturer Haldiram's experienced a massive
data breach in 2020 when hackers gained access to sensitive
company information and customer data. The breach had
potential financial and reputational ramifications for the brand.

Role of the Company Secretary: The company's governance team,
led by the company secretary, had to promptly report the breach,

ensure transparency with regulators and stakeholders, and guide
the company through its recovery. They also oversaw the
revamping of internal cybersecurity policies and vendor
management practices. enhanced data encryption methods.

Aadhaar Data Breach (2018)

The Aadhaar system, which handles biometric data of over 1
billion Indian citizens, experienced a data leak in 2018. Although
the authorities downplayed the severity, independent researchers
indicated that personal data, including addresses and phone
numbers, could be accessed easily.

Role of the Company Secretary: For organizations associated with
Aadhaar authentication, such as banks and fintech companies,
company secretaries had to reassess their data protection
measures to ensure compliance with the Information Technology
(Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011. They also guided the
board in adopting policies aligned with the Data Privacy Bill, which
was under review at the time




